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Kyber is an IND-CCA2-secure key encapsulation mechanism (KEM), whos
module lattices e submission lists three different parameter sets aiming at different
security levels. Specifically, Kyber-512 aims at security roughly equivalent to AES-128, Kyber-768 aims at security roughly equivalent to AES-192, and Kyber-1024
aims at security roughly equivalent to AES-256.

Introduction

For users who are interested in using Kyber, we recommend the following:

e Use Kyber in a so-called hybrid mode in combination with established "pre-quantum” security; for example in combination with elliptic-curve Diffie-Hellman.
¢ We recommend using the Kyber-768 parameter set, which—according to a very conservative analysis

“known classical and quantum attacks.
Scientific Background

_Since Regev’s original work, the practical efficiency of LWE encryption

schemes has been improved by observing that the secret in LWE can come from the same distribution as the noise and also noticing that "LWE-like" schemes can be
built by using a square (rather than a rectangular) matrix as the public key. Another improvement was applying an idea originally used in the NTRU cryptosystem to
define the Ring-LWE and Module-LWE problems that used polynomial rings rather than integers. The CCA-secure KEM Kyber is built on top of a CPA-secure
cryptosystem that is based on the hardness of Module-LWE.

Users of Kyber

Kyberis leady being nterated nt raries and systems by ndusty Forexample,

. ntegrated Kyber alongside other PQ algorithms into CIRCL, the Cloudflare Interoperable, Reusable Cryptographic Library;
ow supports hybrid modes involving Kyber in their AWS Key Management Service; and

¢ already in 2019 IBM advertised the "World's First Quantum Computing Safe Tape Drive" using Kyber and Dilithium.
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